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ABSTRACT

SECURITY ANALYSIS TESTING ON INDONESIAN
GOVERNMENT ANDROID APPLICATION USING
REPACKAGING ATTACK

The increasing adoption of digital technology by the Indonesian government has encouraged
the development of a number of Android applications to make services easier for the public.
However, at the same time, Android applications currently being developed have a very high
vulnerability to reverse engineering, where this vulnerability can be easily exploited using a
technique called a repackaging attack. Since Android was created in 2008, the threat of
repackaging attacks continues to haunt Android users, including users of Indonesian
government applications. Apart from that, the security integrity of the Indonesian government's
Android application cannot be known for certain, especially the security threats related to
repackaging attacks. This is likely because research that comprehensively evaluates the level
of resistance of Indonesian government Android applications to repackaging attacks is still
limited. This research develops the Metasploit payload injection technique as a repackaging
method that can be used to evaluate the level of resilience of Indonesian government
applications. From the results of testing 200 applications, it was found that 191 Indonesian
government Android applications could still be easily exploited using repackaging attack
techniques. In other words, Indonesian government applications have high potential to be used
as a medium for spreading malware. This research also offers strategic recommendations for
improving the integrity and security of Indonesian government applications against
repackaging attacks, with the hope of protecting user data and privacy and increasing public

trust in government digital applications and services.

Keyword: Repackaging Attack, Android Apps, Reverse Engineering, Android Security,

Malware

vil



FOREWORD

All praise to Allah SWT, who has given His grace and guidance so that the researchers can
complete their thesis titled "Security Analysis Testing on Indonesian Government Android

Application Using Repackaging Attack".

This thesis was prepared as an invitation to obtain a master's degree at Nusa Putra University,
Sukabumi. The success of the author in completing this thesis was not merely the author's
effort, but also thanks to the direction, support, and prayers of various parties. For that, the

author wishes to convey his sincere thanks to:

1. Families, especially parents, wives and children, who tirelessly support both spiritually and
materially.

2. Prof. Ir. Teddy Mantoro, M.Sc., PhD as the first lecturer and tutor who has provided
guidance, direction, and motivation during the writing process of this thesis

3. Umar Aditiawarman, S.T., M.SC., PhD as the lecturer, tutor, and first mentor who has given
guidance and motivations during this writing process

4. All Masters of Computer Science Lecturers who have provided very useful knowledge
during lectures

5. Colleagues from the master of computer science of the University of Nusa Putra who have
given support and Motivation

6. Other parties that we can not mention one by one, but have also provided support in the

process of writing the thesis

The author realizes that there are still many shortcomings in the writing of this thesis.
Therefore, we look forward to criticism, input, and suggestions of a constructive nature that
can help to complete this thesis. Furthermore, the author hopes that the results of this research
can be useful or contribute to science in the field of information security systems and society

in general.

Sukabumi, January 2024

Penulis

viii



LIST OF CONTENTS

SECURITY ANALYSIS TESTING ON INDONESIAN GOVERNMET ANDROID

APPLICATION USING REPACKAGING ATTACK .....coiiiiiiiieiie e 1
STATEMENT OF AUTHENTICITY ...oooiiiiiiciiiee e i1
APPROVAL OF THESIS ...ttt ettt sttt nbe e nnee s v
THESIS APPROVAL......otiiie ettt sttt e e b e b et e e snn e e nbeeanes \4
PUBLICATION APPROVAL ...ttt vi
ABSTRACT ...ttt b ettt vii
FOREWORD ...ttt ettt ettt ettt e e nne e be e snbeenee e viii
LIST OF CONTENTS .ottt ettt b et sbee et e b et e e beeenbeenbeesnbeenbeens X
LIST OF TABLE ... oottt ettt et e et et eesn e e sbe e nneenree Xi
LIST OF FIGURES ...ttt nneas xii
APPENDIX LIST tiiitieitit ettt skt sbee st et easbe et eanteesbeeasteesbeeanbeesnaeenbeennnaens xiii
LIST OF ABBREVIATIONS ...ttt sttt be e ae e e Xiv
CHAPTER I INTRODUCTION .....cciiiiitieiieieiiieitieaieesiee et sieeaseesseesseessseassesssnssssesssnens 32
1.1  Research Back@round..........ccocoiiiiiiiiiiiniic e 32
1.2 Problem StatemMENt ........cooiiiiiiiiis it iiiee st siee ettt e e nnnee s 34
1.3 ReSEAICh ODJECTIVES ..oouveiiiiiiiiiiieiisiie sttt sbe ettt 34
1.4 Significance of ReSEArCh.........cccciiiiiiiiiiiiiii 35
1.5 Limitation of Problems and ASSUMPIONS .......cccueeiiiiiiieiiiiiiesieesee e 35
1.6 TRESIS SIIUCTUIC. ... ceeiieiiiieiee ettt nne e nnne e 35
CHAPTER II LITERATURE REVIEW ......ccccoiiiiiiieiiene, Error! Bookmark not defined.
2.1 INtroduCtion .......cccoceeeiieeiiieiie e Error! Bookmark not defined.
2.2 Android Architecture...........ccoovvviiiiiiiiiniiiniiie, Error! Bookmark not defined.
2.3 Android Application File Structure...........c.ccccvveneee. Error! Bookmark not defined.
2.4 Repackaging Attack.........cccoceriiiiiiiinniiennie e, Error! Bookmark not defined.
2.4.1  Repackaging Attack Model...........cccovviriinnnn. Error! Bookmark not defined.
2.4.2  Repackaging Threat Model...........cccoovvirinnnnnn. Error! Bookmark not defined.

2.5 Metasploit Framework .........cccccccviviiiiiiiniiniiieennn, Error! Bookmark not defined.
2.6 Reverse Engineering .........ccccvevevvivvennieeniiiesnneenenn Error! Bookmark not defined.
2.7 Related Work.......ccoooviiiiiiiiiiiieeee e Error! Bookmark not defined.
CHAPTER III RESEARCH METHODOLOGY ......c.ccuvuene. Error! Bookmark not defined.

X



3.1  Study Approach Method............ccceevviiiiiiininiiniennnn, Error! Bookmark not defined.

3.2 Data Collection........ccoveviiiiiiiiniiiiis e Error! Bookmark not defined.
3.2.1  Application Sample Selection.............cccecvrrnnnne. Error! Bookmark not defined.
3.2.2  Application Collection Procedure...................... Error! Bookmark not defined.

3.3 Setup Lab Environtment.............ccccovvvviiiininininnnnnn, Error! Bookmark not defined.

3.4 Repackaging Method..........cccooeriiiiiiiiicniec e Error! Bookmark not defined.

3.5 Testing and Evaluation...........cccocoverviiicninincnnne Error! Bookmark not defined.
3.5.1  Static ANAlySiS....ccovveiviiieiiiieniene e Error! Bookmark not defined.
3.5.2  Dynamic AnalysiS.......ccceuririiriinniiniiiiieiisiennns Error! Bookmark not defined.

CHAPTER IV RESEARCH RESULTS AND DISCUSSION Error! Bookmark not defined.

4.1  Description of Application Samples..........c.ccccveenneee. Error! Bookmark not defined.
4.2 Repackaging Attack Simulation............cccccoeevvrnnnne. Error! Bookmark not defined.
4.2.1  APK Decompilation...........ccccvrvvrnvniininnnennennn Error! Bookmark not defined.
4.2.2  APK File Analysis........ccccvivniiiiiiniiniiniciiennn Error! Bookmark not defined.
4.2.3  Malware Generation and Decompilation........... Error! Bookmark not defined.
4.2.4  Malware Injection .........ccccovviiienieisiieniesiiennnnn Error! Bookmark not defined.
4.2.5 Recompile The Modified APK ............cccovennnne. Error! Bookmark not defined.
4.2.6  Align and Sign APK......ccoiiiiiininniiii Error! Bookmark not defined.
4.3  Testing and Evaluation..........ccceceviieniiinniiiennninennn. Error! Bookmark not defined.
4.4  Testing and Evaluation Result.............cccoviiiiinnnne. Error! Bookmark not defined.
4.4.1 Repackaging Attack Evaluation.............c.cccuenee. Error! Bookmark not defined.
4.4.2  Repackaging Success StatistiCs.........ouvvrrvernrnne Error! Bookmark not defined.
4.5 DISCUSSION ..oovviiiiiiiiiiiiii e Error! Bookmark not defined.

4.5.1 Effectiveness and Limitations of the Proposed Repackaging Attack Method
Error! Bookmark not defined.

4.5.2  Security Evaluation of Indonesian Government ApplicationsError! Bookmark

not defined.

CHAPTER V CONCLUSION AND RECOMMENDATIONS ......oooiiiiiieiiieee e 37
T B 0705 T2 13 3 103 s OO T TSP P PRSPPI 37
5.2 RECOMMENAATION. ...eitiiiiiiiiie ittt e bbb ssn e be e baeenreesnneen 38

REFERENCE . ...ttt ettt st et n et e e nnn e e 39

APPENDIX ...t Error! Bookmark not defined.



Nusa Putra
—UNIVERSITY —

xi



LIST OF TABLE

Table 2.1 Android Payload Module ..........c.cceoiiiiiiiiiiinnnnn, Error! Bookmark not defined.
Table 4.1 Contoh Sampel 20 Aplikasi Android Pemerintah IndonesiaError! Bookmark not
defined.

Table 4.2 Comparison with MSF Venom...........c.ccccovvvvrrvennne. Error! Bookmark not defined.

xii



LIST OF FIGURES

Figure 2.1 Literature Map ......cccocoeeieeiiieeiie e Error! Bookmark not defined.
Figure 2.2 Android Architecture ..........cccovvvvriiiieiiieesiiee i Error! Bookmark not defined.
Figure 2.3 APK File Structure ..........ccocovviiieniinicic e Error! Bookmark not defined.

Figure 2.4 Repackaging Threat Model (Merlo et al., 2021b) .. Error! Bookmark not defined.

Figure 2.5 Compiling dan Decompiling in Java ProgrammingError! Bookmark not defined.

Figure 3.1 Metode Pengumpulan Aplikasi........c.ccccvviiiieninnns Error! Bookmark not defined.
Figure 3.2 Network Topology .......ccccovvveiiiiiicniiiecieeeenns Error! Bookmark not defined.
Figure 3.3 Repackaging Attack Process..........c.cccoovveriviiieninnnn Error! Bookmark not defined.
Figure 3.4 Metasploit Payload Injection Structure .................. Error! Bookmark not defined.
Figure 4.1 Proses dekompilasi Aplikasi Android..................... Error! Bookmark not defined.
Figure 4.2 Identitas Kependudukan Digital Main Activity..... Error! Bookmark not defined.
Figure 4.3 Malware Generation ...........cccueerieesieesieesinnsieennens Error! Bookmark not defined.
Figure 4.4 Hook Script Injection ........cccooeeiciiciiniiiiiicniiniennnn, Error! Bookmark not defined.
Figure 4.5 Internal Polri Main Activity......cccoociviriiciiiniiniennnn. Error! Bookmark not defined.
Figure 4.6 FlutterActivity.smali Injection.........ccccoccveniiviniinnns Error! Bookmark not defined.
Figure 4.7 Adding onCreate Method on MainActivity............ Error! Bookmark not defined.
Figure 4.8 Malware Directory Structure...........ccooviieiinieinnn. Error! Bookmark not defined.

Figure 4.9 Directory of Identitas Kependudukan Digital ....... Error! Bookmark not defined.

Figure 4.10 MyTelkomsel Smali Directory Structure.............. Error! Bookmark not defined.
Figure 4.11 Recompile modified APK..........cccoveiiiiiiiiiininnns Error! Bookmark not defined.
Figure 4.12 Zipalign and Signing APK..........ccccoviiniiiicnnn, Error! Bookmark not defined.
Figure 4.13 BSI Mobile File Structure ..........cccccovvvviiveiiiiennnn. Error! Bookmark not defined.
Figure 4.14 Reverse TCP Connection..........c.cevvvvvriieiriinnnnns Error! Bookmark not defined.
Figure 4.15 Command and control ...........cccevvvieiiiiniiieeiinnns Error! Bookmark not defined.
Figure 4.16 Checking the KAI Access feature...........c...cceeen. Error! Bookmark not defined.
Figure 4.17 Unrepackable app response ...........ccveververienvennne. Error! Bookmark not defined.
Figure 4.18 Indonesian Government Android Application Resilience LevelError! Bookmark
not defined.

Figure 4.19 Mobile Banking Apps Resilience Level................ Error! Bookmark not defined.

xiii



APPENDIX LIST

Appendix 1 List of Samples of Android Applications of the Government of Indonesia. Error!

Bookmark not defined.

X1V



LIST OF ABBREVIATIONS

Abbreviations Name

APK
Malware
ART
HAL
DEX
Meterpreter
SAI
MobSF
AAPT
RASP
NRP

Android Package

Malicious software

Android Runtime

Hardware Abstraction Layer

Dalvic Executable

Metasploit Interpreter

Split APK Installer

Mobile Security Framework
Android Asset Packaging Tool
Runtime Application Self Protection

Native Repackaging Protection

XV



CHAPTER
INTRODUCTION

1.1 Research Background

Since its release by Google in September 2008, Android has become the most widely
used mobile operating system in various parts of the world (Yang et al., 2022). Based on data
released by StatCounter, in February 2024, Android's market share was the highest of any other
mobile operating system, at 71.43 percent (Statcounter Global Stats, 2024). The main factor
that makes Android have the most users in the world is its open source development, which
makes it easy to adapt and modify and offers extensive flexibility and customization (Sihag et
al., 2021). Android also has hardware support and an extensive application ecosystem (Zhu et
al., 2023). As of January 2024, the number of Android applications available on the Google
Play Store was 2,423,984 (AppBrain, 2024). This success has led to Android being installed on
various devices, ranging from smartphones, tablets, smartwatches, and Internet of Things (IoT)
devices. This condition makes Android have an influence on every aspect of life in the world,

including Indonesia.

Smartphones with the Android operating system also have a large and significant
market share in Indonesia. According to data released by StatCounter, in February 2024,
Android dominated the mobile operating system market share, reaching 89.02 percent
(StatCounter Global Stats, 2024). Along with the massive adoption of the Android system, the
Indonesian government has launched various applications to improve public access to
government services, ranging from licensing, tax payments, the application of population
documents, and public health services. Based on Google Play Store data, Indonesian
government apps are also widely used by the public. For example, the SATUSEHAT Mobile
application managed by the Ministry of Health has been downloaded by more than 50 million
people (Google Play, 2023b). In terms of public services, the MyTelkomsel app, managed by
the Ministry of SOEs, has been downloaded by more than 100 million people(Google Play,
2023a).

However, the popularity of Android and its open development methods have posed
significant security challenges. Globally, security threats to Android continue to occur.
According to a report by Kaspersky Lab, more than 1.6 million pieces of malware had been

installed on Android devices as of December 2022 (AO Kaspersky Lab, 2023). This trend is
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expected to continue as Android users grow and the complexity of cyberattacks increases. One
of the major security issues faced by Android is repackaging attacks (Garg & Baliyan, 2021).
Application repackaging poses a significant and widespread danger to the Android ecosystem
(He et al., 2019). In this attack, attackers reverse engineer the original app, modify the code,
embed malware or malicious code, and then repackage it (Ohello, 2023). When repackaged
apps are distributed, downloaded, and installed by users, it can allow attackers to steal personal

information, monitor activity, and take control of users' devices.

Repackaging attacks are the main vector for malware spread (Vidas & Christin, 2013).
According to a previous study, 86 percent of the spread of malware in the Android ecosystem
is done through repackaging attack techniques (Rizvi et al., 2019). The main factor that makes
Android applications vulnerable to repackaging attacks is that the basic code base of Android
applications is Java and Kotlin, making it easy to be compiled and re-modified (Martin &
Hernandez, 2019). The reverse engineering process is clarified and made easier with many
tools that are freely available on the Internet, ranging from apktool, jadx (Skylot, 2020), jd-gui
(Emmanuel Dupuy, 2019), dex2jar (Bob Pan, 2015), and others. Until now, almost all types of
Android applications have been vulnerable to repackaging attacks. This is because Android app
development pays little attention to security. According to previous research (Wermke et al.,
2018), 75 percent of Android apps in the Google Play Store are not protected, making them
vulnerable to repackaging attacks. The inherent characteristic of the Android operating system,
which allows users to install apps from unverified sources, contributes to the heightened

susceptibility to repackaging attacks (Karthick & Binu, 2017).

Repackaging attacks also threaten Android apps in the government sector. According
to areport by Promon in the fourth quarter of 2022, government Android apps in some countries
are vulnerable to repackaging (Promon, 2022). According to Promon, in Brazil, four out of six
apps could be repackaged, and in the European Union, four out of five apps could be
repackaged (Promon, 2022). Considering issues related to the vulnerability of Android apps
from repackaging attacks and reports released by Promon, it can be hypothesized that Android
apps developed by the Indonesian government are also vulnerable to repackaging attacks. This
assumption is reinforced by the initial test results of the JKN Mobile app. The Android app
developed by “BPJS Kesehatan” has a vulnerability to repackaging attacks, in which case it
can be easily modified and injected with Metasploit payload code. Using the msfvenom feature
of the Metasplait Framework, the repackaging attack on JKN's Mobile application only takes

less than two minutes
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Although this threat is clear and alarming, research on repackaging attacks against
Indonesian government Android apps is still limited or to put it another way, has not been
explored or analyzed in depth. In addition, the current method of repackaging attacks, namely
by inserting the Metasploit payload, cannot provide an accurate picture of the level of resilience
of Indonesian government Android applications. Due to the urgency and significance of the
issue at hand, a security analysis of the Indonesian government's applications is essential. The
researchers behind this thesis hope to be able to use it to pinpoint potential vulnerabilities in
the Indonesian government's Android apps, particularly those vulnerable to repackaging
attacks. Researchers hope their findings will help guide Indonesian authorities and app

developers toward making government apps for Android more secure.

1.2 Problem Statement

Along with the massive use of mobile devices in Indonesia, Android apps have become
an important tool for governments in providing public services and information to the public.
The Indonesian government has developed many Android applications in various government
sectors, ranging from healthcare, education, to applications that handle sensitive data and
information. However, at the same time, Android applications currently being developed have
a very high vulnerability to reverse engineering, where this vulnerability can be easily exploited
using a technique called a repackaging attack. When a repackaging attack is successfully

executed, one of the potential negative impacts is the leakage of users' personal data

Moreover, although repackaging attacks are widely known within the cybersecurity
community and a lot of research and security services have proposed techniques to anticipate
repackaging attacks, most Android apps circulating in the Google Play Store still fail to mitigate
the attack. This means that these applications are still easy to repackage. Referring to this
condition, Android applications developed by the Indonesian government are also not immune
to the risk of repackaging attacks, raising an important question about the extent of the
resilience of Indonesian government Android applications against potential repackaging

attacks.

1.3 Research Objectives
Based on the formulation of the problem and the results of the literature study that has been
done, it is known that Android applications are very vulnerable to repackaging attacks. Thus,

the objectives of this research can be summarized as follows:
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1. Conduct an analysis, evaluation, and testing of the government-owned application in
Indonesia in order to determine the extent to which the application is resistant or capable
of withstanding repackaging attacks.

2. Proposing a repackaging technique that can be used to test the resilience of Android apps

against repackaging attacks

1.4 Significance of Research

The benefits of this research are as follows

1. This research is expected to increase understanding of the threat of repackaging attacks and
their impact on government applications.
2. The results of this research are expected to help the government and application developers

improve application security from repackaging attacks.

1.5 Limitation of Problems and Assumptions
In this research, the limitation of the problem is determined to clarify the scope of the

research. The problem limitations in this study are:

1. Research is limited to Android applications.
2. The malware used in this research is malware generated by the Metasploit Framework.

3. The repackaging technique used is to inject the Metasploit payload.

1.6 Thesis Structure

The systematics of research in this study are organized into five sections, which consist of:

1. Chapter I Introduction
In the introduction, it discusses the background of the problem, the objectives of the
research, problem boundaries, research methods, research systematics, and research
contribution.

2. Chapter II Literature Review
This chapter discusses supporting theories and the results of scientific research related to
the problems discussed.

3. Chapter III Research Methodology
The research design section discusses the general research method, the flow of the research
process, and the processes that will be carried out in this study.

4. Chapter IV Research Results and Discussion
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This chapter discusses the results of the research step by step based on the research design,
from problem identification to testing and evaluation.

Chapter V Conclusion and Recommendations

This chapter presents conclusions from the overall research results. This chapter also

proposes suggestions for future research.
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CHAPTER YV
CONCLUSION AND RECOMMENDATIONS

2.1 Conclusion

The results of this study show that Android applications developed by the Indonesian
government still have a very significant vulnerability to repackaging attacks. Of the 200 apps
tested, the surprising finding is that the vast majority, 191 apps, show vulnerability to
repackaging attacks. This indicates that 95.5% of the tested apps do not have adequate security
measures in place to mitigate repackaging attacks. This finding also indicates that Android app
developers in the government sector pay little attention to security aspects when developing
Android apps. In addition, the very low level of resilience against repackaging attacks may also
cause Indonesian government Android apps to potentially become a medium for malware

distribution.

Of the nine applications that were able to detect repackaging attacks, it can be

concluded that the anti-repackaging techniques embedded in these applications are very
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effective in anticipating repackaging attacks. Applications that have been repacked with
malware immediately crash or display security warnings when run on Android devices.
However, some applications that have anti-repackaging techniques can also run malware,
although in the end, the functions of the malware cannot be run. Meanwhile, for Indonesian
government Android applications that are still vulnerable to this type of attack, application
developers need to immediately implement anti-repackaging mechanisms. This is because the

impact of repackaging attacks is quite significant.

In addition, the finding of a very high vulnerability also shows that the method used in
the study is quite effective in testing or evaluating the resilience of Indonesian government
Android applications to repackaging attacks. This is at least evident from the results of the
comparison with msfvenom, where, from testing using 10 Indonesian government Android
applications, the research method used in this study displays more accurate results to describe

the status of the resilience level of Android applications to repackaging attacks.

2.2 Recommendation

Although the repackaging attack method used in this study is quite effective in testing
or evaluating the level of resilience of Indonesian government Android applications against
repackaging attacks. This research still has limitations that can be developed further in the

future. The limitations that need attention are

1. The repackaging attack process is still done manually, so this method will not be efficient
if used to test a large number of application samples.
2. The Metasploit malware used in this research is still detected by anti-virus and Google Play

Protect.

Responding to some of the limitations above, further research can develop a framework that
can automate these stages. In addition, it is also necessary to implement stages so that
embedded malware can avoid detection of the Android security system, one of which is by
implementing malware obfuscation. For example, by adopting the obfuscation technique as

done by Aonzo et al (2020)

In relation to Indonesian government Android applications that are still very vulnerable to
repackaging attacks, application developers need to implement anti-repackaging techniques.

From the literature study that has been done, there are several studies that can be used as a
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reference for application developers to anticipate repackaging attacks, namely AppIS (Song et
al., 2018), Self Defending Code (Chen et al., 2018), Bombdroid (Zeng et al., 2018), CodeCloak
(He et al., 2019), NRP (He et al., 2019), and ARMAND (Merlo et al., 2021a). In addition to
referring to some of these studies, Android application developers in the government sector can
also utilize mobile application security services such as DexGuard, Verimatrix, AppDome,
Promon Shield, and so on. Application developers can also utilize freeRASP (Talsec, n.d.)

technology, which is open source and can be obtained for free.

Meanwhile, Indonesian government Android app developers who have implemented anti-
repackaging techniques should also consider using multi-pattern anti-repackaging protection.
For example, by combining signature verification techniques with RASP (Runtime Application
Self Protection), it is expected that the anti-repackaging technique is not easily detected and

disabled by attackers.
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