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ABSTRACT 

 

Currently, technological developments in the information sector have 

developed rapidly, so that cyber security is quickly becoming a strategic priority 

for both government and private organizations in facing various types of cyber 

attacks. Therefore, penetration testing plays a key role in assessing the security 

posture of information systems. Selection of the right penetration methodology is 

critical for effective testing. Penetration testing is one strategy used to mitigate the 

risk of cyber attacks. In this research analyzes and compares the methodology and 

framework provided by PTES and ISSAF. Methodology evaluations cover a variety 

of factors, including methodological depth, effectiveness, coverage, ease of use, 

and community support. Additionally, this research also explores practical 

applications, case studies, and real-world implementations of both methodologies 

to assess their capabilities in identifying and resolving security vulnerabilities. This 

research details the framework quality assessment of each method using Gab 

Analysis, Quality Metrics and Evaluation, and Framework Quality Evaluation. The 

findings from this research are expected to provide valuable insight into the 

strengths and weaknesses of PTES and ISSAF, assisting cybersecurity 

professionals and organizations in selecting the most appropriate methodology for 

their penetration testing needs. This research contributes to the ongoing discussion 

in the field of cybersecurity and aims to improve overall security practices by 

guiding in the selection of the most appropriate penetration testing methodology. 

. 

Keywords: PTES, ISSAF, Penetration Testing, website vulnerability, Reporting, 

ISO/IEC 25010:2013 

. 
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BAB I 

INTRODUCTION 

 

1.1. Research Background 

In an increasingly digital era, cyber attacks have become a very serious 

threat to countries, organizations and individuals. Cyberattacks can have a 

devastating impact on national security, corporate vulnerabilities, and even 

individual privacy. 

In the midst of this dynamic, the National Cyber and Crypto Agency (BSSN) 

as the institution responsible for cyber security in Indonesia has an important role 

in monitoring, reporting and dealing with cyber attacks. According to a report on 

the official website of the National Cyber and Crypto Agency (BSSN), in August 

2023 there were 78,464,385 cases of traffic anomalies (Trojan Activity: 

42,857,779,  Malware:  15,595,053,  Information  Leak:  8,134,901,  Exploit  : 

1,170,349, Advance Persistent Threat: 426,069, Web Application Attack: 410,573, 

Denial Of Service: 98,088 and Information Gathering: 23,665). In the same month, 

BSSN discovered 290,556 exposure data findings from 431 affected agencies and 

there were 19 cases of site hacking in August 2023, many of which were carried 

out on hidden pages and on weekdays from 18.00-06.00. The most frequent incident 

indications in the notifications sent were traffic anomalies and followed by Data 

Breach, Web Defacement, and Sensitive Data Exposure. 

With the increasing number of data breaches and cyber attacks cyber 

security has become increasingly urgent. One of the key approaches in improving 

security is penetration testing, which is an important process for testing and 

identifying security vulnerabilities in a system. In the context of increasing cyber 

threats and the need to identify and address security vulnerabilities, organizations 

and cybersecurity professionals are faced with the challenge of selecting 

appropriate methodologies for penetration testing. There are two main 

methodologies that are often used, namely the Penetration Testing Execution 

Standard (PTES) and the Information Systems Security Assessment Framework 

(ISSAF), however, there has been no comprehensive evaluation that compares and 

evaluates these two methodologies. This research aims to investigate, compare, and 
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evaluate the PTES and ISSAF methodologies in the context of penetration testing. 

In the ever-changing and evolving world of cyber security, choosing the right 

methodology can have a major impact on the success of an organization's cyber 

security efforts. 

By deeply understanding the characteristics, strengths, and weaknesses of each 

methodology, we can provide cybersecurity professionals and organizations with 

valuable insight into the best options for penetration testing to suit their needs. 

Through this comprehensive analysis, we can better understand how PTES and 

ISSAF methodologies can contribute to efforts to protect valuable information and 

reduce security risks in an increasingly complex cyber environment. 

1.2. Problem Statement 

 

 

Figures1: Penetration Testing Framework Problem 

 

 

In an era of rapid development of information technology, cyber security has 

become a strategic priority for the government and the private sector. Increasingly 

sophisticated and diverse cyberattacks have become a serious threat that can 

damage information systems, organizations and individuals, resulting in significant 

losses. To deal with these threats, penetration testing has become a key approach in 

assessing the security posture of information systems. The two main methodologies 

often used in penetration testing are the Penetration Testing Execution Standard 

(PTES) and the Information Systems Security Assessment Framework (ISSAF). 

However, choosing the right methodology is a challenge for organizations, because 
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there has been no comprehensive evaluation comparing these two methodologies. 

Understanding the different characteristics, strengths, and weaknesses between 

PTES and ISSAF is a critical aspect to ensure effective and efficient security 

testing. 

1.2.1 Problem Domains 

a) PTES and ISSAF have different approaches to conducting information system 

security testing, which can lead to inconsistencies in test results between 

organizations. 

b) These two frameworks do not fully accommodate the latest technological 

developments such as cloud computing, Internet of Things (IoT), and artificial 

intelligence in their testing methodology. 

c) There is a gap between the specific needs of organizations and the scope of 

methodologies offered by PTES and ISSAF, especially in the face of evolving cyber 

threats. 

1.2.2 Scientific Problems 

a) There has been no comprehensive comparative study to analyze the effectiveness 

and efficiency of PTES and ISSAF in the context of continuously evolving cyber 

security threats. 

b) Lack of integration between these two frameworks with current industry security 

standards such as the NIST Cybersecurity Framework or ISO 27001, which can 

hinder the adoption of best practices in security testing. 

c) Limitations in measuring and comparing the impact of using PTES and ISSAF 

on improving the organization's overall security posture. 

This research aims to investigate, compare, and evaluate the characteristics, 

advantages, and weaknesses of the PTES and ISSAF methodologies in the context 

of penetration testing. The analysis will cover the following aspects. 

a). The structure and flexibility of each framework to accommodate various testing 

scenarios. 

b). The depth and breadth of testing offered by both methodologies. 

c). Ability to adapt to the latest technological developments and cyber threats. 

d). Effectiveness in detecting and resolving vulnerabilities in various types of 

systems and infrastructure. 
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e). Suitability to the needs and resources of various types of organizations. 

In addition, this research will explore the relevance of both frameworks in 

the context of current cyber threats, such as data leaks or frequent data breaches. 

The aspects that will be analyzed are as follows. 

a). PTES and ISSAF's ability to test the security of systems that are vulnerable to 

data leaks, including platforms that process sensitive data such as personal or 

financial information. 

b). The effectiveness of both frameworks in detecting vulnerabilities that could lead 

to data breaches, such as weaknesses in data encryption or user identity 

management. 

c). The suitability of the methodology in addressing unique security challenges 

associated with data leaks, such as handling big data or mitigating risks associated 

with data storage and transfer. 

d). The framework's ability to assess compliance with data protection regulations 

such as GDPR or local regulations specific to personal data management. 

Through an in-depth understanding of these two methodologies, this research 

aims to provide better guidance to cybersecurity professionals and organizations in 

selecting the methodology that best suits their needs. It is hoped that the results of 

this research will provide valuable insights in efforts to improve cyber security 

practices, optimize the penetration testing process, and deal more effectively with 

growing cyber threats. 

1.3. Research Objectives 

1. Analyze and compare the PTES and ISSAF methodologies, identifying the 

strengths, weaknesses, and key differences between the two in the context of 

penetration testing with a focus on effectiveness in dealing with evolving cyber 

threats. 

2. Assess the relevance of both frameworks to data leaks, evaluate the extent to 

which PTES and ISSAF can be used to identify, detect and address vulnerabilities 

that can cause data leaks, as well as compliance with data protection regulations 

such as GDPR. 

. 
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1.4. Research Significance 

In the ever-evolving digital era, cyber attacks have become a serious threat 

to countries, organizations and individuals. Based on a report from the National 

Cyber and Crypto Agency (BSSN) in August 2023, there were millions of cases of 

traffic anomalies, trojan activity, malware, information leaks, exploits and web 

application attacks. This research provides significant cybersecurity improvements 

by understanding and comparing PTES and ISSAF penetration testing 

methodologies. Through in-depth analysis, this research helps organizations select 

the most effective methodology to identify and address security vulnerabilities, 

ultimately improving their cybersecurity posture. Apart from that, this research also 

aims to reduce the risk of cyber attacks. By providing practical guidance in selecting 

an appropriate penetration testing methodology, organizations can reduce the risk 

of cyberattacks and the negative impacts they may have. 

This research also makes a significant contribution to academic knowledge in 

the field of cybersecurity. By providing a comprehensive evaluation and 

comparison between two major penetration testing methodologies, PTES and 

ISSAF, this study adds to the existing literature and provides a basis for further 

research. It is hoped that the results of this research will provide valuable insights 

for cybersecurity professionals. In choosing the most appropriate methodology for 

penetration testing, these insights will help them improve their overall security 

practices, thereby providing better guidance in dealing with increasingly complex 

cybersecurity challenges. 

This research not only provides practical benefits but also has broad 

implications in the field of cyber security. By understanding the differences and 

advantages of each methodology, organizations can make more informed and 

strategic decisions in protecting their digital assets. Support from this research is 

expected to advance cybersecurity practices and provide a strong foundation for the 

development of future penetration testing methodologies. 

1.5. Problem Limitations and Research Assumptions 

This research has several limitations and assumptions that need to be 

considered. First, the limited scope of the methodology. This research only 

discusses two main methodologies, namely PTES and ISSAF. There are many other 
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methodologies that may also be relevant but are not within the scope of this study. 

Second, assumptions about data and infrastructure. This research assumes that the 

data and infrastructure tested have characteristics that can be fairly compared 

between the two methodologies. Significant differences in system or network type 

may affect test results. Third, the limitations of the case study. Evaluation of the 

effectiveness of the methodology is carried out through specific case studies that 

may not cover all real-world scenarios. Therefore, the results of this study may not 

fully reflect the effectiveness of the methodology in different contexts. Fourth, 

limited time and resources. This research was conducted within a limited time frame 

and resources, which may have affected the depth of analysis and number of case 

studies that could be conducted. Fifth, community support and updates. This 

research assumes that the current level of community support and updates received 

by PTES and ISSAF remains constant. Changes in support or future methodology 

updates may affect the results of the study. These limitations and assumptions are 

important to consider so that the interpretation of research results can be carried out 

more precisely and objectively. 
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BAB V 

CONCLUSIONS AND RECOMMENDATIONS 

 

5.1. Conclusion 

This conclusion provides a brief summary of the analyzes conducted in this 

document. Starting with a statistical analysis comparing the severity and efficacy 

of the PTES and ISSAF frameworks, it continues with a thematic analysis 

highlighting the important phases and tools used in security testing. Comparative 

analysis shows the difference in approach between PTES which is more aggressive 

in exploitation and ISSAF which is more focused on in-depth reporting and 

mitigation. In addition, this document also maps the application of the framework 

to the ISO/IEC 25010:2013 and ISO/IEC 25012 standards, and emphasizes the 

importance of data quality in security testing. The general conclusion confirms that 

both frameworks have their own strengths and weaknesses, with different focuses 

on dealing with security threats. 

1. Data Analysis and Statistics 

This document begins with a statistical analysis that includes calculations such 

as the mean severity level, success rate, as well as a comparison between the PTES 

and ISSAF frameworks. Mean Severity for PTES is around 1.0, while for ISSAF it 

is around 1.14. The PTES success rate was recorded at 71.43%, while ISSAF 

reached 85.71%. This data provides an overview of the effectiveness and severity 

of threats faced in testing with these two frameworks. 
 



9 

 

 

Figures24: Mean Severity Level 
 

 

Figures25: Success Rate 

 

 

2. Thematic Analysis 

The thematic analysis in this document identifies the main themes that emerged 

in the security testing process using PTES and ISSAF. Some important findings 

include. The second Testing phase of the framework highlights the importance of 

the Vulnerability Assessment phase in identifying critical vulnerabilities. Tools 

Used nmap and Metasploit are the primary tools used in both frameworks, reflecting 

industry standards in security testing. Frequently discovered vulnerabilities in 

default credentials and common configurations emphasize the importance of strong 

security policies. Recommended Mitigation Software updates and credential 

changes are the most commonly recommended mitigation actions. 

3. Comparative Analysis 

The comparative analysis compares PTES and ISSAF based on various aspects, 

such as testing phases, tools used, vulnerabilities identified, and mitigation 

strategies. PTES places more emphasis on exploitation and post-exploitation, while 

ISSAF focuses more on in-depth reporting and mitigation. PTES uses Greenbone 

for additional vulnerability assessment, while ISSAF is more flexible in 

exploitation using Metasploit. This difference suggests a more aggressive approach 
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from PTES in exploiting vulnerabilities, while ISSAF prioritizes long-term 

compliance and mitigation. 
 

Figures26: Comparison of Testing PTES and ISSAF 

 

 

Radar graph depicting a comparison of the focus on the testing phase between two 

security frameworks, namely PTES and ISSAF. The following is an explanation of 

each aspect compared in the graph: 

a. Exploitation 

PTES has a greater focus on the exploitation phase. This suggests that PTES is more 

likely to aggressively exploit vulnerabilities discovered during testing. On the other 

hand, ISSAF also covers exploitation, but with a slightly lower focus compared to 

PTES, indicating a more balanced or perhaps more conservative approach in this 

aspect. 

b. Post-Exploitation 

PTES focuses significant efforts on the post-exploitation phase, which includes 

steps after successful exploitation to understand the broader impact of the exploited 
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vulnerability. ISSAF, on the other hand, shows a relatively balanced focus in this 

phase, still highlighting its importance but not as intensively as PTES. 

c. Reporting 

ISSAF shows a higher focus on reporting compared to PTES. This shows that 

ISSAF emphasizes the importance of in-depth and detailed documentation in 

reporting test results. PTES may be more practical and direct in its approach, with 

a greater focus on action rather than reporting. 

d. In-depth Mitigation 

ISSAF is placing greater emphasis on in-depth mitigation, involving not only quick 

fixes but also long-term strategic steps to strengthen security. PTES may provide 

mitigation recommendations, but its primary focus remains on exploitation and 

direct understanding of the vulnerability. Overall, this graph shows that PTES tends 

to focus more on direct action and exploitation, whereas ISSAF places greater 

attention on in-depth reporting and mitigation. This approach reflects the 

philosophical differences between the two frameworks in handling security testing, 

where PTES is more oriented towards technical exploitation, while ISSAF 

emphasizes compliance and long-term protection. 

4. Quality In Use ISO/IEC 25010 

Based on an in-depth evaluation using the "Quality in Use" dimension from 

ISO/IEC 25010, we can draw several important conclusions regarding two 

penetration methodologies, namely PTES (Penetration Testing Execution 

Standard) and ISSAF (Information Systems Security Assessment Framework). 

Each methodology has strengths and weaknesses that can impact the effectiveness 

and efficiency of security testing. 

Effectiveness shows that PTES is superior in terms of speed of vulnerability 

identification, which is especially important in scenarios where rapid action is 

required. However, the weakness of PTES lies in the lack of depth of analysis, 

which can cause some vulnerabilities to not be fully detected. In contrast, ISSAF is 

more in-depth in its approach, although slower, allowing for more comprehensive 

identification of vulnerabilities. However, this slower approach can be a drawback 

in situations where speed is a key factor. 
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Efficiency measures how quickly and resource-efficient the methodology is in 

achieving goals. PTES excels in efficiency, using tools such as Nmap and 

Metasploit that enable fast detection. However, this efficiency sometimes comes at 

the expense of test coverage. ISSAF, although more systematic, tends to be less 

efficient in the use of resources and time, which may not be ideal in conditions that 

demand rapid results. 

Satisfaction or user satisfaction also plays an important role in determining a 

more appropriate methodology. PTES provides fast results that are satisfying for 

users who need fast testing, but its lack of depth of analysis can reduce satisfaction 

for those who need more detailed reports. On the other hand, ISSAF provides more 

comprehensive reports that tend to satisfy users who require in-depth analysis, 

although it takes longer. 

Freedom from Risk assesses a methodology's ability to minimize risk. PTES is 

effective in quickly reducing immediate risks, but focusing on quick exploits can 

lead to hidden vulnerabilities that go undetected, increasing long-term risks. ISSAF, 

with its more in-depth approach, is better at reducing long-term risks, although it 

can be slower to detect immediate threats. 

Context Coverage or context coverage is an assessment of how well a 

methodology can function in various operational conditions. PTES is designed to 

function in a variety of test scenarios with good flexibility, but its limited scope 

may not cover all different operational contexts. ISSAF offers broader and more 

detailed coverage, which can be an advantage in more complex tests, although it 

requires more time and resources. Overall, the choice between PTES and ISSAF 

depends on the specific testing needs. PTES is better suited to situations where 

speed and efficiency are critical, while ISSAF is better suited to scenarios where 

depth of analysis and more comprehensive coverage are required. In some cases, a 

combination of these two methodologies may provide optimal results, with PTES 

used for initial rapid testing and ISSAF used for subsequent in-depth analysis. 
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Figures27: Quality In Use ISO/IEC 25010 

 

 

5. Data Quality Characteristics 

In the context of data quality, this document emphasizes the importance of 

various characteristics, such as accuracy, completeness, consistency and credibility. 

PTES and ISSAF ensure that the data used in testing and safety assessments is 

accurate, complete and reliable, and complies with applicable standards. 

6. General Conclusion 

Overall, this document provides a comprehensive overview of how PTES 

and ISSAF are used to identify and address security threats in information systems. 

Both frameworks have their strengths and weaknesses, with PTES focusing more 

on aggressive exploitation and ISSAF placing more emphasis on long-term 

mitigation and compliance. A deep understanding of data characteristics and 

product quality is also an important aspect in ensuring the success of testing and the 

security of the system being tested. 

5.2. Recommendations 

These recommendations will highlight the importance of a security strategy 

that is integrated and tailored to an organization's needs. In the face of increasingly 

complex security threats, organizations need to combine the advantages of various 

approaches to create more effective and resilient protection systems. The following 
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recommendations offer concrete steps to leverage the strengths of PTES and 

ISSAF, adapt security strategies based on organizational context, and build a 

proactive and sustainable security culture. 

1. Combine PTES' Aggressive Exploitation Approach with ISSAF's Deep 

Mitigation. 

The aggressive exploitation approach promoted by PTES offers the advantage 

of detecting and deeply understanding the potential impact of each discovered 

vulnerability. By exploiting technical system weaknesses, PTES allows 

organizations to see the extent to which vulnerabilities can be exploited by attackers 

in real-world scenarios. However, without proper mitigation and in-depth reporting, 

these exploits may not provide long-term benefits to system security. On the other 

hand, ISSAF is known for its strong focus on comprehensive reporting and in-depth 

mitigation strategies. This framework helps organizations to not only fix existing 

vulnerabilities, but also strengthen overall security through the implementation of 

more stringent and ongoing security policies and procedures. By combining the 

aggressive approach of PTES and the mitigation strategy and in-depth reporting of 

ISSAF, organizations can ensure that any vulnerabilities discovered are not only 

effectively exploited, but also followed up with robust mitigation measures. This 

integration will create a balance between technical detection and long-term 

protection, providing a more solid layer of security that is resilient to evolving 

threats. 

2. Adjust Security Strategy Based on Organizational Needs and Context. 

Every organization has unique security needs that are influenced by factors 

such as industry, size, regulations, and the level of threats they face. Therefore, it is 

important to adapt the implementation of the security framework based on the 

identified advantages and disadvantages of PTES and ISSAF. Organizations in 

high-risk industries such as finance or healthcare may prioritize in-depth mitigation 

and structured reporting to ensure compliance with strict regulatory standards. In 

this case, ISSAF with its focus on long-term audit and mitigation may be the 

primary choice, with the exploitation element of PTES used to ensure the most 

critical vulnerabilities are also prioritized. In contrast, for organizations operating 

in a more dynamic environment and focused on rapid response to threats, the 
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aggressive exploitation approach of PTES may be preferred. However, this must be 

balanced with ISSAF's mitigation strategies to ensure that any exploits are followed 

by remedial actions that not only address the problem temporarily but also prevent 

similar attacks in the future. By adapting strategies based on operational context, 

organizations can ensure that they not only react to threats, but also proactively 

protect their information assets through the approach that best suits their needs. 

3. Building a Proactive Security Culture with a Combined Approach. 

The combined approach of PTES and ISSAF not only provides technical 

advantages, but can also help in building a more proactive security culture within 

the organization. By involving multiple teams in the exploitation and mitigation 

process, from technical to managerial, organizations can increase awareness and 

commitment to the importance of information security at all levels. An aggressive 

exploitation approach can improve a security team's technical skills, while in-depth 

reporting and mitigation can provide greater insight into business impact and 

regulatory compliance. This will create an environment where the team not only 

focuses on identifying problems, but also on solving and preventing them in the 

future. 

4 Invest in Training and Team Capacity Building. 

Combining these two frameworks also requires investment in training and 

capacity building of security teams. PTES requires strong technical skills in 

exploitation, while ISSAF requires deep analytical capabilities in reporting and 

mitigation. Proper training will ensure that the team is able to execute both aspects 

effectively and add value to the overall security of the organization. 

With this longer and more accurate approach, organizations can build a 

security strategy that is not only reactive but also proactive, able to respond to 

existing threats while preparing for future challenges. 
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